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演示者
演示文稿备注
In visual tracking, we aim to locate single target object in the videos. Given one ground truth object annotation in the first frame, we develop algorithms to track the target object in the remaining frames. As there is no prior knowledge of the target object expect for the first frame annotation, it is quite challenging to accurately track the object, especially when it contains significant appearance variations. Examples include in-plane and out-of-plane rotation, illumination variance, occlusion and deformation. 
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Background: Adversarial Attack PR o
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Clean image/ Adversarial input perturbation Adversarial example

+ .007 x —
T <
esign(VoJ (6, z,y))
“panda” “nematode” “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence

= Adversarial examples are intentionally designed inputs to cause machine learning models to

make mistakes.

= Threat model defines the rules of the attack.
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Taxonomy

Attack:

= Targeted Attack / Non-targeted Attack;
. Dlgltal attacl / nhveical attacle:

= Single-ste
=  White-bo:

neural

+ .007 x
network.
= Black-box e S lversaries.
: T+
= TranSfer-]: T s1gn(Va,J(9, Z, y)) ESigl’l(VmJ(B, x, y))
Defense: “panda” “nematode” “gibbon”
) 57.7% confidence 8.2% confidence 99.3 % confidence

= Gradient Masking, Robust Optimization and Adversary Detection.




SE X 4 LW
YIEXAALE

SHANGHAI JTAO TONG UNIVERSITY

One-Shot Adversarial Attacks on Visual Tracking With Dual Attention
e ]

=
Back propagation iteration Confidence Loss
Rank \
| [ s
» Classification R @ 3
Branch Q 2 2
- g

saouap

Regression
Branch

=  Designed for Siamese-based tracker. (StamFC, SiamRPN, SiamRPN++, SiamMask)
= The proposed attack consists of two components and leverages the dual attention mechanisms.

= One 1s optimizing the batch confidence loss with confidence attention while the other is

optimizing the feature loss with channel attention.

[1] Chen, X., Yan, X., Zheng, F., Jiang, Y., Xia, S., Zhao, Y., Ji, R.: One-Shot Adversarial Attacks on Visual Tracking With Dual Attention. In: CVPR (2020)
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Clean ¢ :
\ search regions O
i Clean
Heatmaps 8
e
9 Clean —— g
template ﬁ t'n
g Siamese - .= .
g8 - Network =
i > Adversarial z
L [ | Heatmaps Q
. =
2 Q
S % _________ , 2
_ ' Adversarial % . . .
v : search regions = First row . search region
E - —— Adversarial .
:!' | ||| Regression Second row : clean heatmaps
A n Ma . . .
A . & Third row : adversarial heatmaps

= Designed for SiameseRPN-based tracker.

= A perturbation generator is trained to simultaneously cool hot regions where the target exists

on the heatmaps and force the predicted bounding box to shrink.

[1] Yan, B., Wang, D., Lu, H., Yang, X: Cooling-Shrinking Attack: Blinding the Tracker With Imperceptible Noises. In: CVPR (2020)
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Our Motivations: &

Different iterations during adversarial attack
"

Different iterations during adversarial defense
B

Adversarial example iter = iter = iter = Restored image

Variations of adversarial perturbations during attack and defense




Baseline Tracker 1: DaSiamRPN s

7V N\T+=

positive negtive

N . .
v Conv - ;‘/
o

: 20% 20 256 17% 17% 2;
ang Classification ong group
- ) Branch : k groups

Frame » CNN

6x 6% 256

127x 127%x 3
R e T R e T e e dx_ dydwdh
Detection CNN ' 4% 4x (4kx 256) * 4@ ______ o
SEENIE 22x 22 256 : E
20 20 256 17x 17x 4k: p
Regression gt
255% 255x 3 e Rora : one :mp ,
""""""""""""""""""""""""""""""""""""""""""""" groups
Siamese Network Region Proposal Network

= DaSiamRPN is a end-to-end trained off-line tracker, consisting of Siamese
subnetwork for feature extraction and region proposal subnetwork including the

classification branch and regression branch.

[1] Zhu, Z., Wang, Q., Li, B., Wu, W., Yan, J., Hu, W.: Distractor-aware siamese networks for visual object tracking. In: ECCV (2018)
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[1] Jung, L., Son, J., Baek, M., Han, B.: Real-time mdnet. In: ECCV (2018)

RT-MDNet 1s composed of shared layers and multiple branches of domain-specific
layers. When tracking a target in a new sequence, it combines the shared with a new

binary classification layer, which 1s updated online.
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Our Method: Adversarial Example Generation

1

S I T | B S P

8
9
10
11
12
13

A~ =aml

Algorithm 1: Adversarial Example Generation , . .1 .1 T | attack
Input: input video V with 7" frames; i =L+ Iy -1 ) emporat attac
target location S 1,
Output: adversarial examples of 7" frames;
fOl‘ t = 2 to Tdo :L‘: — :C’r + (50[{501;
Get current frame I}; x 5
ift _—,é 2 then yr - y?“ + offset
| Update I{ via Eq. 6; [ w) = Wy * Oscale
end *
for m = 1 to M do hy = T *dscale
Create p. and p, via ToU ratios bet
proposals and target location S~
Create p; by reversing el ; Loaao(I, N, 6) Z{[L In,pe,8) — Lo(In, pt, 0)]
Create p7 via Eq. 3;
Generate adversarial loss via Eq. 2; / + )\ . [Lr(fr,pr, 0) — L.(I.,p, 0)]}
Update 1! viaEq. 5;
t . )
dret“m Iars Iy1 =1, + a-sign(ry,)
en

14
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Our Method: Adversarial Example Defense [~

m]

Algorithm 2: Adversarial Example Defense : : i1 i—1
Input: input video V with 7" adversarial examples; Li=15—~- (Il a Iﬂf ) Temporal defense
target location S';
QOutput: adversarial examples of 7" frames;
1 fort=2to T do Ty = T+ Ooffset
2 Get current frame I7; x
3 if £ £ 2 then ! Yy = Yr + 60ﬁsct
4 | Update I via Eq. 8; w: Wy * Oscale
5 end *
6 | form =1toM do hy = hr % Oscale
7 Create p. and p,- via [oU ratios bet
proposals and target location ;
8 Create p by reversing el Loao(I.N,0) Z{[L niDes0) — Lo(In,p%, 0)]
9 Create p7 via Eq. 3; /
10 Generate adversarial loss via Eq. 2; + )\ . [Lr(fr,pr, 0) — L, (I, pt, 0)]}
1 Update I’ via Eq. 7;
12 end
13 return I}i{; Im+1 — Im — 'I‘runACA (ﬁ . fr)

14 end B-re[—a,q]
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Experimental Results: Ablation Study e [T

m]

Precision plots of OPE on OTB100 Success plots of OPE on OTB100
—— [0.880] DaSiamRPN — [0.655] DaSiamRPN
0.8k — [0.550] Cls 0.8} — [0.410] Cls
— [0.503] Reg-scale — [0.278] Reg-scale
© —— [0.373] Reg-offset | st o —— [0.277] Reg-offset
@ .65 —— [0.176] Reg-offset+scale © 0.6F — [0.153] Reg-offset+scale
£ ~— [0.050] Cls+Reg @ ~—— [0.050] Cls+Reg
‘B ]
@ e
E 0.4r g 0.4
o w
0.2F 0.2t

0.0, 10 20 30 40 50 090 0.2 0.4 0.6 0.8 1.0

Location error threshold (pixels) Overlap threshold

Ablation studies of DaSiamRPN on the OTB-2015 dataset. We use Cls to represent the attack on the classification branch
and Reg to that on the regression branch. In the regression branch, offset and scale represents the offset and scale attacks.



Experimental Results: Ablation Study

Precision rate
S
oo

=
b2

0.0

=
o

=
e

Precision plots of OPE on OTB100

0

. —— [0.105] DaSiamRPN+Att-no-temporal

—— [0.880] DaSiamRPN il

—— [0.050] DaSiamRPN-+Att-temporal

10 20 30 10 5
Location error threshold (pixels)

0

Success rate

0.87

ot
o

=
o

=
b

U"IJL

Success plots of OPE on OTB100

7 NV N\TFT+ 1= $Tﬁ

—— [0.655] DaSiamRPN
—— [0.093] DaSiamRPN+Att-no-temporal

— [0.050] DaSiamRPN+Att-temporal
\
0 0.2 0.4 0.6 0.8

Overlap threshold

1.0

Ablation studies on temporal consistency of DaSiamRPN on the OTB-2015 dataset. Temporal denotes using temporal
consistency in adversarial attack.




Results of DaSiamRPN on OTB100 dataset
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Precision rate

=
6o

=
fof

=
e
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=
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=

Precision plots of OPE on OTB100

0

[0.886] DaSiamRPN+Def
[0.880] DaSiamRPN
[0.799] DaSiamRPN+RandAtt
[0.639] DaSiamRPN+Att+Def
[0.050] DaSiamRPN+Att

10 20 30 40
Location error threshold (pixels)

ol

Success rate

= = =
i o to

=
B3

=
—

T
M

Success plots of OPE on OTB100

W1

[0.658] DaSiamRPN+Def
[0.655] DaSiamRPN

[0.585] DaSiamRPN+RandAtt
k [0.472] DaSiamRPN+Att+Def
— [0.050] DaSiamRPN+Att

0

0.2 0.4 0.6
Overlap threshold

0.8

1.0



Results of RT-MDNet on OTB100 dataset s

7 Y \T 7T
Precision plots of OPE on OTB100 i Success plots of OPE on OTB100
0.8 (.8
o @
S 06} 5
S @
8 (.4 8 w4
o Y —— [0.883] RT-MDNet+Def AU ] g p— [0.644] RT-MDNet+Def
o —— [0.876] RT-MDNet 1 © | —— [0.643] RT-MDNet
0.2 — [0.753] RT-MDNet+RandAtt —— [0.559] RT-MDNet+RandAtt
| —— [0.589] RT-MDNet+Att+Def 0-21' —— [0.420] RT-MDNet+Att+Def
— [0.140] RT-MDNet+Att —— [0.131] RT-MDNet+Att
B 10 20 30 10 20 09,0 0.2 0.4 0.6 0.8 1.0

Location error threshold (pixels) Overlap threshold




N AR
3P SEN L+

HANGHALI JTAO TONG UNIVERSITY

Results of DaSiamRPN on UAV123 dataset

A~ =aml

Precision plots of OPE on UAV123 Success plots of OPE on UAV123
0.8} 0.8
o 0.6 e
g g
c w
E?: 0.4} § 0.4
8 —— [0.792] DaSiamRPN+Def = [0.592] DaSiamRPN+Def
o

—— [0.791] DaSiamRPN [0.592] DaSiamRPN

0.2t —— [0.769] DaSiamRPN+RandAtt 0.2 [0.572] DaSiamRPN+RandAtt
— [0.639] DaSiamRPN+Att+Def [0.465] DaSiamRPN+Att+Def
—— [0.045] DaSiamRPN+Att g N —— [0.026] DaSiamRPN+At
%% 10 20 30 40 5 049 ' Y T
50 0 0.2 0.4 0.6 0.8 1.0

Location error threshold (pixels) Overlap threshold




Results of RT-MDNet on UAV123 dataset

Precision plots of OPE on UAV123

=
o

Precision rate
=
.
Success rate

[0.757] RT-MDNet+Def
[0.754] RT-MDNet
[0.728] RT-MDNet+RandAtt |
[0.620] RT-MDNet+Att+Def
[0.128] RT-MDNet+Att

=
b3

Location error threshold (pixels)

0.8

=
=

=
e

=
[

=
=

Success plots of OPE on UAV123

[0.592] DaSiamRPN+Def
[0.592] DaSiamRPN

[0.572] DaSiamRPN+RandAtt
[0.465] DaSiamRPN+Att+Def
\ —— [0.026] DaSia

mRPN+Ait
—

0.6

Overlap threshold

T

7V O\




Results on VOT2018 dataset

7V O\

Accuracy T Robustness | Failures | EAO 1

DaSiamRPN 0.585 0.272 58 0.380
DaSiamRPN+RandA tt 0.571 0.529 113 0.223
DaSiamRPN+Att 0.536 1.447 309 0.097
DaSiamRPN+Att+Def 0.579 0.674 144 0.195
DaSiamRPN+Def 0.584 0.253 54 0.384

Accuracy T Robustness | Failures | EAO T
RT-MDNet 0.533 0.567 121 0.176
RT-MDNet+RandAtt 0.503 0.871 186 0.137
RT-MDNet+Att 0.475 1.611 344 0.076
RT-MDNet+Att+Def 0.515 1.021 218 0.110
RT-MDNet+Def 0.529 0.538 115 0.179

T
M

W1




Results on VOT2016 dataset

7V O\

Accuracy T Robustness | Failures | EAO 1

DaSiamRPN 0.625 0.224 48 0.439
DaSiamRPN+RandA tt 0.606 0.303 65 0.336
DaSiamRPN+A(tt 0.521 1.613 350 0.078
DaSiamRPN+Att+Def 0.581 0.722 155 0.211
DaSiamRPN+Def 0.622 0.214 46 0.418
Accuracy T Robustness | Failures | EAO 1
RT-MDNet 0.567 0.196 42 0.370
RT-MDNet+RandAtt 0.550 0.452 97 0.235
RT-MDNet+Att 0.469 0.928 199 0.128
RT-MDNet+Att+Def 0.531 0.494 106 0.225
RT-MDNet+Def 0.540 0.168 36 0.374

T
M

W1
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s DaSiamRPN = RT-MDNet m—— Ground Truth

Videos from OTB100 dataset




DaSiamRPN
(baseline)

e DaSiamRPN+Def === Ground Truth

Videos from OTB100 dataset
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loU =0.84

Clean image Iterative perturbation update

ViR o
e,

- T’\*‘-r

loU =0.96 Normal direction and orthogonal composition loU=0.84

= JoU attack aims to i1dentify one specific noise perturbation leading to the lowest IoU

score among the same amount of noise levels.
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Black-box Generation and Defense

A~ =aml

Y original image O intermediate image contour line of noise
Yr heavy noise image @ output image —— contour line of loU

\ou 5¢0'¢
ecl'eas

noise level
increase

(a) Iterative perturbation update (b) Orthogonal composition

=  We generate noise hypothesis tangentially according to the current contour line
(i.e., #1) and increase the same amount of noise in the normal direction (i.e., #2)
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Black-Box Adversarial Example Generation (loU Attack)—

Algorithm 1: Black-box Adversarial Example Generation

Input: input video V with M frames; target bbx S' on the first frame;
one tracker;
Output: adversarial examples of M frames;

1 fort=2to M do

2 Get current frame I;

3 if t # 2 then

4 | I=I+P" 1

5 end

6 Use the tracker to predict bbx By based on [; _

7 forkzOtoK—lrc)lo d(IO’Ik) = Lo, Iy +77)

// Tangential direction
8 Generate N random per 1ons 77 and select n of them
according to eq. 1;
9 for j =1 to n do
// Normal direction and orthogonal composition _ _ _

10 Generate I;H according to eq. 2; < Ifr+1 = (IA: + T}'j) + € d(H, I, + T}'j)
11 Use the tracker to predict bbx B; based on I ;"“;

12 Compute IoU; based on By and Bj;

13 end

14 Identify j whose IoU; is lowest;

15 Compute learned perturbations P! = I :?7“ —1I;
16 end
17 return Il:-"“;
18 end




mean filter median filter bilateral filter non-local mean filter

We subtract the defense perturbations from last frame as initialization when defending
the current frame.

We use four image filters and choose the highest IoU score one by comparing it to the
bbx from the last frame.
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Results of SiamRPN++ on OTB100 dataset M

7V N\T+ &
Precision plots ofOPE on O TB 100 Success plots ofOPE on OTB100

= 7909 [MDNet g —— [0.695]S am R
R 0.6 [0.905]S fam RPN ++ S 0.6 —— D.678IMDNet
5 0.876]RTMDNet 2 —— [0.643]RTMDNet
a 0.855]ECOHC S —— 0.625]ECOHIC \
o U4 0.7931S am RPN +++RandA tt S04r  0.605]S am RPN +++R and\
aB [0.789]SRDCF 3 —— [0.603]SEam RPN+++At+HD e

09l 0.779]S am RPN+++At+D ef 0ol — [D.598]SRDCF

-~ 0.759]S @am FC “l —— 0.574]S @am FC

0.684]S am RPN +++A tt —— [0.525]S @am RPN +++A tt
0.04 50 30 10 50 090 0.2 0.1 0.6 0.8 1.0

Location ermor threshold pixels) 0 verhp threshold
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Results of RT-MDNet on OTB100 dataset

Precison rate
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Precision plots of OPE on OTB 100

—

0.909 M D Net

[0.905)5m RPN ++
0.876]RTM DN et
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0.776 ]RTM DN etrA t+D ef
[0.759]S aam FC
[0.727]JRTM DN ettR andA tt
[0.686]DSST

0.540]RT-M DN et+A tt
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Success rate

= = =
N = o

=
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Success plots of OPE on OTB 100

7V O\
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.695 S .:All R P
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0.574]RTMDN et+A +D
0.574]S am FC
0.536]RT-MDN ettR andM\tt
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0.401JRTMDNet+A tt
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Precison rate

=
DO

0.0

Precision plots of OPE on O TB 100

Sam RPN++
RTMDNet
ECO-HC
ECO-HC+RandA tt
SamFC
ECO-HC+AtttDef
DSST
ECOHC+Att

[0.876
0.855
0.788
0.759
0.743
0.686
0.668

10 20 30 10
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9

0

Success rate

ey el
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Success plots ofOPE on OTB 100

0. 678]MD
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0.625]1ECO-HC .
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0.517]DSST
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Results on VOT2018 dataset

Accuracy T Robustness | Failures |

EAO 1

SiamRPN++
SiamRPN+-++RandAtt
SiamRPN+++Att
SiamRPN+++Att+Def

0.602
0.582
0.589
0.567

0.239
0.393
0.660
0.482

ol

84
141
103

0.413
0.295
0.197
0.253

Accuracy T Robustness |  Failures |

EAO 1

RT-MDNet
RT-MDNet+RandAtt
RT-MDNet+Att
RT-MDNet+Att+Def

0.533
0.528
0.493
0.439

0.567
1.105
1.765
1.447

121
236
377
309

0.176
0.116
0.071
0.101

Accuracy T Robustness |  Failures |

EAO 7

ECO-HC
ECO-HC++RandAtt
ECO-HC++Att
ECO-HCH++Att+Def

0.496
0.501
0.504
0.490

0.557
0.777
1.077
0.866

119
166
230
185

0.189
0.160
0.124
0.150




e SiamMRPN++ === RT-MIDNet === ECO-HC === Ground Truth

Videos from OTB100 dataset
.



Conclusions

ATl

* The performance of deep trackers degrades rapidly under
attacks

* White-box attacks are more aggressive than black-box
attacks

» Learning deep trackers with defense schemes can improve
the tracking robustness
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